OMEGLE
WARNING for schools and parents.
Around since 2009, Omegle is something of an internet cockroach; it just won’t die. And this site is
disturbing and a serious concern. Barely mentioned in cyber safety talks these days, Omegle can claim to be
one of the more frightening social media services seen in schools for a while.

Banned from the Apple App shop and from Google play years previously, Omegle can only be accessed
through its website.
“Talk to strangers” is the head-line for the homepage, and the site expands its description to include the
words “Predators have been known to use Omegle”.

It could be fair to think that those words should act as a warning for a user after all, children are taught
regularly about ‘online stranger danger”, but some students seem to be unable to grasp what “predator”
means and have dived into a game of internet prank calling random strangers.
This shows a serious level of fool-hardiness on the behalf of these students who are putting themselves and
their families at risk by taunting random strangers online.
NOTE – if you wish to check if your child is using this former app , as it is a website based anonymous forum,
clearing a search history will simply remove any evidence of use by your child. This will make it difficult when
checking your child’s devices as search histories may not be availble.

About Omegle.
Free, the website offers online chat with random strangers via text, voice or via video link. There is no
requirement to register or identify yourself to use either feature.
While there is an age requirement of 13+ , and individuals under 18 are expected to have parental
supervision this is easily avoided.
A user outlines a few of their interests and is then connected to a random stranger to initiate either a text
chat, voice chat or a video link. There is the option to use monitored and unmonitored forums.
A quick read of the terms and conditions shows how little responsibility this sites developer has to their users.

“…human behaviour is fundamentally uncontrollable, that people you encounter on Omegle may not behave
appropriately, and they are solely responsible for their own behaviour’ stands out in particular, as does the
repeated disclaiming of all liability that the site continues with.
With around 25,000 people world-wide ready to chat with your teen at any given time, and with some of
these being predators and many purely there for sexual purposes, there is a cause for concern.
There is the option available on Omegle to link to other social media such as Facebook and Twitter. This
means that a supposedly anonymous conversation can be posted to these additional sites, and a user risks
revealing their identity and having their conversations or videos made public.

The dangers are real.
Sexual assault
In the USA in 2014 , two thirteen-year-old girls struck up an online conversation with a young man of twentythree. The girls exchanged personal details with this man and arranged to meet him in real life.
He picked them up in his car, took them to his home and sexually assaulted them both. Police were able to
locate the missing girls through details on their electronic devices. They were found in his basement, hiding
and crying. Casey Chinn was charged with cfriminal sexual conduct, kidnapping, and solicitation of a child.

Sextortion and content
Police have warned that predators are extorting teens to take explicit pictures, threatening to release the
content of conversations they have had online to other social media or to family members.
Investigative officers across America in 2016 have seen multiple cases of this form of sextortion, they have
discovered child pornography in the video chats , images of bestiality and live sexual acts.

Data collection and chat storage
A security researcher called Indrajeet Bhuuan has claimed that Omegle’s servers; supposedly protecting the
anonymity of its users, are in fact storing all conversations had on the website.
He has proved this by writing a very simple piece of software that automatically downloads all the saved
screen shots from the website. He called it Omegle-Chat-Hack. And neatly proved Omegle is hackable.
Be advised that –
Any data that can be gleaned from a user such as IP, cookies, and time stamps is recorded and stored. This
includes conversations and video. The site states that these records are “typically stored for approximately
120 days”. The use of the word typically can mean that conversations remain stored indefinitely.
Any personal information revealed in any conversation is therefore saved and accessible.
Limiting the amount of personal information that is shared online is vital.

Links to pornography
The web analytics of Omegle (user data) show a strong link to visitors logging into Omegle directly after
using pornographic sites and then returning to these sites if they are not offered the kind of chat they are
after.
Predators are patient, and will wait for a younger user to be linked to them; disconnecting the video chats if a
participant is too old or the wrong gender.

Video Chat
This feature has two sections – moderated and 18+. With no verification method installed to confirm the age
of a user, it is very easy for a teen to enter the 18 + section. And let your imagination run wild as to the type of
interactions that take place, you won’t be far off in your worst possible guesses.
The following warning precedes this -

Apart from the content in these sections, teens may inadvertently be revealing more about themselves than
they might wish.
For users of video chats - Safe on Social regularly warns against wearing school or sport club uniforms while
chatting, filming in a bedroom where there maybe identifying pictures or certificates on the walls, being
careful of the scene outside a window- if there are locatable images.
Great care should be taken with this site that a teen has not shown too much information to the ‘stranger”
they are communicating with.

Capturing IP addresses and viruses.
There are a number of users on this site with very good computer skills. There have been numerous reports
and questions about an individual’s IP address being “captured” and used to trace the location of a user.
While this tracing can only take place as long as the individual is online and continuing the chat, it is of
concern that the general area a person is in may be pinpointed. Details gleaned from conversations can mean
that a child’s security is compromised.
Strong firewalls and other internet security measures should be in place before an individual even considers
going near this site.

No means of reporting
Almost all apps have a system to report and block individuals.
Omegle merely has a Feedback option. It believes its moderation is fairly aggressive on the moderated
sections, yet there is a large part of the website that is unmoderated- and this is where all the trouble begins.

The site claims that a chat may be stopped at any time and as you are anonymous this is sufficient in place
of blocking. Unfortunately, if any personal details or other social media information has been given, simply
stopping a chat may not be enough. And as has been proven, Omegle is easily hacked.

Summary
Talk to your teens about this site. If they are foolish enough to discount the warnings about predators, and
the sketchy underground styling of the app appeals to them – they need to be reminded of the real risks that
exist online.
This website is not regularly discussed in cyber safety education, and is one of the more worrying. Parents
and teachers may not be aware of it. Should your teen be using this Safe on Social media recommends
installing a monitoring system on your child’s laptop for a time that reports to you via email which websites
your teen has been using. Explain to your child that this monitoring is necessary until they show they are
able to use their heads when selecting social media to use.
This is not a website filled with individuals who will tolerate being pranked by silly teenagers.
It is not safe, personal data and anonymous conversations are not secure, and yes it is indeed used by
predators.

w: safeonsocial.com
e: wecanhelp@safeonsocial.com

No part of this e-book or its associated modules may be reproduced or transmitted by any person or entity in any for by any means, electronic or otherwise including photocopying,
recording or scanning or by any information storage without prior permission other than the licensor who is licensed to use this information on their website, in newsletters and in print and
has been granted permission from the publisher under an annual license.
The publisher, authors, licensee, licensor and their respective employees or agents will not accept responsibility for injuries or damage, physical or emotional occasioned to any person as a
result of a social media use or any other activities described in this e-book.
Whilst every attempt has been made to ensure that the information in this e-book is accurate, it is the nature of social media to be constantly changing. Therefore, Safe on Social Media Pty
Ltd gives no guarantees to the completeness or accuracy of the contents of this guide.

